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U S. CHARGES HACKER W TH | LLEGALLY
ACCESSI NG NEW YORK TI MES COVPUTER NETWORK

JAMES B. COVEY, United States Attorney for the
Sout hern District of New York, and PASQUALE D AMJURO, the
Assistant Director in Charge of the New York Ofice of the
Federal Bureau of Investigation, announced that ADRI AN LAMO was
charged in Manhattan federal court with hacking into the internal
conputer network of the New York Tines. LAMO surrendered today
to federal authorities in Sacranento, California.

According to a two-count crimnal Conplaint
unseal ed today in Manhattan federal court, on February 26, 2002,
LAMO hacked into the New York Tinmes’' internal conputer network
and accessed a database contai ni ng personal information
(i ncludi ng hone tel ephone nunbers and Social Security nunbers)
for over 3,000 contributors to the New York Tinmes’ Op-Ed page.

As described in the Conplaint, soon after being

notified of the conputer intrusion, the New York Tines conducted



an internal investigation and confirnmed that an intruder had in
fact hacked into its network and accessed the personal
information for contributors to the Op-Ed page. In addition,
according to the Conplaint, the Tines determ ned that the
i ntruder had added an entry to that database for “Adrian Lano,”
listing personal information including LAMO s cellul ar tel ephone
nunber (415) 505-HACK, and a description of his areas of
expertise as “conputer hacking, national security, communications
intelligence.”

The Conpl aint states that the New York Tines |ater
| earned that while inside its internal network, LAMO had set up
five fictitious user identification names and passwords
(“userids/passwords”) under the New York Tines’ account with
Lexi sNexi s, an online subscription service that provides |egal,
news and other information for a fee. The Conpl aint charges that
over a three nonth period, those five fictitious
useri ds/ passwords conducted nore than 3,000 searches on
Lexi sNexis; in the nonth of February 2002, the five
useri ds/ passwords conduct ed approxi mately 18% of all searches
performed under the New York Tines account.

According to the Conplaint, the unauthorized Lexi sNexis
searches included searches for “Adrian Lanp”; searches for other
individuals with the [ ast nane “Lanb”; searches using the

Northern California hone address of LAMJO s parents; searches for



vari ous reputed hackers; and searches for various known
associ ates of LAMO. The LexisNexis charges incurred by these
five accounts was approxi mately $300, 000, according to the
Conpl ai nt .

In an interview wth a reporter froman online
publication called “SecurityFocus. Conf |ater on February 26,
2002, LAMO admtted that he was responsible for the New York
Times intrusion, it was charged.

The Conplaint also identifies a series of other
conmputer intrusions for which LAMO has acknow edged
responsibility ininterviews with nenbers of the press. In
sonme instances, according to the Conplaint, LAMO personally
admtted responsibility for the conputer intrusion to
representatives of the victimzed conpany, explaining how he
hacked their conmputer network, and providing corroboration that
he was, in fact, the intruder. The other intrusions, and the
approxi mate dates according to the charges, are: (1) Excite@one,
May 2001; (2) Yahoo!, Septenber 2001; (3) Mcrosoft, Cctober
2001; (4) M Worl dCom Novenber 2001; (5) SBC Aneritech
Decenber 2001; and (6) GCingular, My 2003.

LAMO, 22, is scheduled to be presented before a United
States Magi strate Judge in Sacranento, California, federal court

| ater today.



| f convicted, LAMO faces a maxi num sentence of 15 years
in prison and a $500, 000 fine.

M. COMEY praised the investigative efforts of the
Federal Bureau of Investigation’s Cybercrine Task Force and
Comput er Hacking and Intellectual Property Squad, and al so
t hanked the New York Tinmes, LexisNexis, Yahoo!, Mcrosoft, M
Wor|l dCom SBC Aneritech, and Ci ngular for their assistance.

Assi stant United States Attorney MARK F. MENDELSOHN i s
in charge of the prosecution.

The charges contained in the Conplaint are nerely
accusations and the defendant is presuned i nnocent unless and
until proven guilty.
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